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The following document describes how to establish a secure, private, and
encrypted connection to the ManTech network using the Cisco AnyConnect Client.
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%, Connection | @ statistics | &% About
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Connect to: vpn01.mantech.com -

Username: Test

Password:

Please enter your username and password.

Current VPN Users: You should uninstall previous versions of the Cisco I1Psec VPN
Client via Add/Remove Programs before proceeding. A guide to uninstall the
previous VPN client is located at https://unite.mantech.com in the Customer
Support Center and then under VPN Access.

The AnyConnect client automatically attempts to install itself until successful or
prompts the user for a manual installation. The client first uses Active X, if this fails or if
the user waits 30 seconds AnyConnect will automatically attempt to install using Java, if
this fails the user will be given a manual installation .exe that can be run to install the
client
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Installation
1. Navigate to https://vpn.mantech.com and enter your ManTech username and
password.
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@ Q Ll 2 https://vpnOl.mantech.com/+ CSCOE+/logon.html|
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You are about to enter a secure VPN enviorment. All connections will be logged and actively monitored. This site is for ManTech Employees only.
Viclation of this policy will result n legal recourse and punisment to the fullest extent of the law.

Please enter your ManTech username and password.

USERNAME: | ]
PASSWORD: | |

| Login |

4 Done, but with errors on page.

/" Trusted sites | Protected Mode: Off #100% ~

2. Select Continue.

You are entering a secured environment. All
connections will be logged and actively
monitored. This site is far Mantech
Employees only. Violation of this policy will
resultin legal recourse and punishment to the
fullest extent of the law. There is no right to
privacy on this devicelll

Cancel | | Continue
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Active X Installation
1. AnyConnect will first attempt to install using Active X.

11 T i
clsco Cisco AnyConnect VPN Client

E@ WebLaunch Using ActiveX for Installation

Security Warning

Platform Attempting to launch ActiveX, which is digitally

" Detection =igned _b',-r Cisco Systems. In order to properly use
the ActiveX control, be sure to click "Yes" on the

security pop-up.

- ActiveX

[Help] [ Download ]

2. If you right click and select allow on the security pop up and then select install the
AnyConnect client can automatically install and connect.

1@ This website wants to install the following add-on: ‘vpnweb.cab' from 'Cisco Systems, Inc.., If you trust the website and the add-on and want to install it, click here...

1 .
c1Sco Cisco AnyConnect VPN Crhy.

[@ WebLaunch Using ActiveX for
Please look at the top of your browser for the

_ Platform
Detection

- ActiveX

Information Bar Help

To proceed with set up, select "Install Activex
Control". If you are prompted to Retry or Cancel,
select Cancel.

Continuing in 9 seconds [zkip].

@ Download
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3. If active X installation was successful you will see a screen indicating Connection
Established.

VPN Client

@ Please wait while the YPM connection is established. -

.élllsiélt;. Cisco AnyConnect VPN Cli

Connection Established

@ WeblLaunch
The Cisco AnyConnect WEN Client has successfully

Platform connected.
Detection The connection can be controlled from the tray icon,
- ActiveX circled in the image below:
R s0) x Wil 1143 P
- Connected

Download

If you wait 30 seconds or do not wish to use active X the client will automatically move
to the Java installation
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Java Installation

1. If Active X is not permitted or the user waited 30 seconds AnyConnect will
automatically attempt to install using Java.

.éll'.'::.'lc;' Cisco AnyConnect VPN CI

E@ WebLaunch Java Virtual Machine Detection
Checking your Java VM. Please wait...
_ Platform
Detection
- ActiveX

- Java Detection

[Help] l Download ]

The web site's certificate cannot be verified. Do you
want to continue?

Name: wpnO1.mantech.com

Publisher: *.mantech.com

[] Always trust content: from this publisher.

w The certificate cannat be verified by a trusted source, Mare Information...
L]

2. Select Yes if you are prompted to accept the website certificate and the java
installation will begin.
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-éll's.élt'). Cisco AnyConnect VPN Clie

Using Sun Java for Installation

E@ WeblLaunch

Sun Java applet has started. This could take up to

_ Platform 60 seconds. Please wait...

Detection EEEEEE
- ActiveX

- Java Detection

- Sun Java

w

3. If the AnyConnect Java installation is successful you will see a Connection
Established message.

alvaln A |
cisco Cisco AnyConnect VPN Clie

Connection Established

E@ WebLaunch
The Cisco AnyConnect VPN Client has successfully

Platform connected.

Detection The connection can be controlled from the tray icon,
_ ActiveX circled in the image below:
- Connected

Download
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Manual Installation

1. If Active X and Java installations both failed a manual installation can be
followed by clicking the Install link that AnyConnect Provides.

il A ]
c1Sco Cisco AnyConnect VPN Clie

‘E WebLaunch Manual Installation

Web-based installation was unsuccessful. If you wish
to install the Cisco AnyConnect VPN Client, yvou may

Platform -
- Detection download an installer package.
- ActiveX Install using the link below:

Windows Vista,/ 64/ XF/2000

- Java Detection

- Sun Java

- Download

L\\? Download

2. After Clicking the Link select Save.

Do you want to run or save this file?

@ Mame: anyconnect-win-2.3.2016-web-deploy-k3.exe
Type: Application, 1.39MB
From: wpnOl.mantech.com

Run l [ Save ] [ Cancel

potentially ham your computer. f you do not tust the sounce, do not

la While files from the Intemet can be useful, this file type can
"
- run or save this software. What's the rsk?
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3. Select Run.

Do you want to run this software?

i’i’ Mame: anyconnect-win-2.3. 20 16-web-deploy49.exe
\— Publisher: Cisco Systems, Inc.

E]Moreapﬁons Run ]I Don't Run I

While files from the Internet can be useful, this file type can potentially harm
your computer., Only run software from publishers you trust, What's the risk?

4. Select Next.

Welcome to Cisco
AnyConnect VPN Client
Setup Wizard

The Setup Wizard will install Cisco AnyConnect VPN
Client on your computer. Click Mext to continue ar
Cancel to exit the Setup Wizard.
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5. Select | accept the terms in License Agreement.

T Cisco AnyConnect VPN Chent S et 2
End-User License Agreement f‘
Flease read the following license agreement carefully . I
& &
Client Software License Agreement of Cisco Systems -
THE SCFTWARE TO WHICH YOU ARE REQUESTIMNG RCCESS IS
THE PROPERTY OF CISCO S5YSTEMS. THE USE OF THIS
S5CFTWARE IS5 GOWVERMED BY THE TERMS AND CONDITICHNS OF
THE AGREEMENTI SET FCRTH BELCW. YCOU (ON BEHALF CF
YOURSELF AND THE BUSINESS ENTITY YCOU REPRESENT) MUST
AGREE TC THE FOLLCWING TERMS AND CCHNDITICNS IN CRDER
TO USE THE SCFIWARE. IF YOU DO NCT AGREE IO THE
FOTL.T.ONTHGE TERMS AMD CONDTTTONS THEM YOI ARF MOT i
(@ I accept the terms in the License Agreement
(7) I do not accept the terms in the License Agreement
Advanced Installer
<Back || Mext> | | cancel

6. Select Install.

Ready to Install /“
The Setup Wizard is ready to begin the Typical installation
&

.
24

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Advanced Installer

<Back | Instal | [ Cancel
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7. After Installation is completed select Finish.

8. To navigate to the AnyConnect client go to Start, Programs, Cisco, Cisco
AnyConnect VPN Client, and click Cisco AnyConnect VPN Client.

., CallManager Serviceability »
. Cisco ASDM-IDM Launcher ¥ | | AnyConnect Profile Editor r
., Cisco IP Communicator » n Cisco AnyConnect VPN Client

% Cisco AnyConnect VPN Client
Cisco Security Manager Client »

Verify Connection

The AnyConnect VPN client can be seen in the bottom left Taskbar, the icon is two
Green computer screens with a Lock.

= Cisco AnyConne...

O statistcs
v
Connection State: Connected
Client Address: 10,254.0,16
Server Address: 70.168.46.3
Client Address {IPva): Disabled
Bytes Sent: 004383
Bytes Received: 14857434
Time Connected: 00:26:26
VPN session established to vpnOl.mantech.com.

The Connection state will say Connected.
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To disconnect from the VPN double click the AnyConnect VPN taskbar icon.

e Cisco AnyConne...

Select the Connection Tab and press Disconnect.

@, Connection | @ statistics | &b About |

atfear]n
CISCO

Connect to: wpnO1.mantech.com -

YPM =session ended.

You can now close the AnyConnect Client by clicking the X in the top right corner.
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If you would like to reconnect navigate to the AnyConnect client go to Start, Programs,
Cisco, Cisco AnyConnect VPN Client, and click Cisco AnyConnect VPN Client.

, CallManager Serviceability »
. Cisco ASDM-IDM Launcher ¥ | | AnyConnect Profile Editor r
, Cisco IP Communicator » ' Cisco AnyConnect VPN Client
, Cisco Security Manager Client »

% Cisco AnyConnect VPN Client

Or create a AnyConnect Shortcut on your Desktop

Note: To create a shortcut right click the Cisco AnyConnect Client from the start menu
and select create shortcut. You can then drag and drop this shortcut onto your desktop.
After double clicking the AnyConnect Client Enter your username and password and
press connect.

%, Connection | € statistics | &% About

NI
CISCO

Connect to: vpn01.mantech.com -

Username: Test

Password:

Please enter your username and password.

Press Accept for the ManTech policy and the window will minimize. The green icon with
a Lock will show that you are now connected.

Cisco AnyConnect VPN Client
Connected

CLHEBUWEW® - W



